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Status of This Menmo

Thi s docunent is an individual subm ssion to the |Internet
Engi neeri ng Task Force (I ETF). Coments should be submitted to the
aut hor s.

Distribution of this meno is unlimted.

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six
nmont hs and may be updated, replaced, or obsol eted by ot her docunents

at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as “~“work in
progress.'’

To view the entire list of current Internet-Drafts, please check
the "1lid-abstracts.txt"” listing contained in the Internet-Drafts
Shadow Directories on ftp.is.co.za (Africa), ftp.nordu. net
(Northern Europe), ftp.nis.garr.it (Southern Europe), nunnari.oz.au
(Pacific RRm, ftp.ietf.org (US East Coast), or ftp.isi.edu

(US West Coast).

Abst ract

In view of the unpredictable and problematic nature of long thin
networ ks (for exanple, wireless WANs), arriving at an optim zed
transport is a daunting task. W have reviewed the existing
proposal s along with future research itens. Based on this
overview, we al so recomend nechani sns for inplenentation in |ong
t hin networks.
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Qur goal is to identify a TCP that works for all users,including
users of long thin networks. We started fromthe working
recomendati ons of the | ETF TCP Over Satellite Links (tcpsat)
working group with this end in mnd.

W recogni ze that not every tcpsat reconmendation will be required
for long thin networks as well, and are working toward a set of
TCP recomendati ons that are "benign" in environnents that do not
require them
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1 Introduction

Optim zed wirel ess networking is one of the major hurdles that
Mobi | e Computing must solve if it is to enable ubiquitous access
to networking resources. However, current data networking

prot ocol s have been optimzed primarily for w red networKks.

Wrel ess environnents have very different characteristics in terns
of latency, jitter, and error rate as conpared to wired networks.
Accordingly, traditional protocols are ill-suited to this nedium

Mobil e Wrel ess networks can be grouped in WLANs (for exanple,
802. 11 conpliant networks) and WWANs (for exanple, CDPD [ CDPD|

Ri cochet, CDVA [ CDMA], PHS, DoCoMb, GSM[GSM to nane a few).
WWANs present the nmpbst serious challenge, given that the I ength
of the wireless link (expressed as the del ay*bandwi dth product) is
typically 4 to 5 tines as long as that of its WLAN counterparts.
For exanple, for an 802.11 network, assum ng the delay (round-trip
time) is about 3 ms. and the bandwidth is 1.5 Mips, the

del ay*bandwi dt h product is 4500 bits. For a WWAN such as

Ri cochet, a typical round-trip tine nmay be around 500 ns. (the
best is about 230 ns.), and the sustai ned bandwi dth is about 24
Kbps. This yields a del ay*bandw dth product roughly equal to 1.5
KB. In the near future, 3rd Generation wireless services wll

of fer 384Kbps and nore. Assuming a 200 ns round-trip, the

del ay*bandwi dth product in this case is 76.8 Kbits (9.6 KB). This
value is larger than the default 8KB buffer space used by many TCP
i npl enentati ons. This nmeans that, whereas for WLANs the default
buf fer space is enough, future WWANs will operate inefficiently
(that is, they will not be able to fill the pipe) unless they
override the default value. A 3rd Ceneration wreless service
offering 2 Mops with 200-m | lisecond |atency requires a 50 KB
buffer.

Most inportantly, latency across a |ink adversely affects

t hroughput. For exanple, [MSMXO7] derives an upper bound on TCP
t hroughput. I ndeed, the resultant expression is inversely related
to the round-trip time.

The long latencies also push the limts (and comonly transgress
them) for what is acceptable to users of interactive
applications.

As a quick glance to our list of references will reveal, there is
a wealth of proposals that attenpt to solve the wirel ess
networ ki ng problem In this docunment, we survey the different
solutions avail able or under investigation, and issue the
correspondi ng recomrendat i ons.
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There is a |l arge body of work on the subject of inproving TCP
performance over satellite links. The documents under devel opnent
by the tcpsat working group of the | ETF [ AGS98, ADGGHOSSTT98] are
very relevant. In both cases, it is essential to start by

i nproving the characteristics of the medium by using forward error
correction (FEC) at the link layer to reduce the BER (bit error
rate) fromvalues as high as 10-3 to 10-6 or better. This makes

t he BER manageable. Once in this realm retransm ssion schenes

li ke ARQ (automatic repeat request) nmay be used to bring it down
to zero. Notice that sonetines it may be desireable to forgo ARQ
because of the additional delay it inplies. |In particular, tine
sensitive traffic (video, audio) nmust be delivered within a
certain time limt beyond which the data is obsol ete. Exhaustive
retransm ssions in this case nmerely succeed in wasting tine in
order to deliver data that will be discarded once it arrives at
its destination. This indicates the desireability of augnenting
t he protocol stack inplenentation on devices such that the upper
protocol layers can informthe |ink and MAC | ayer when to avoid
such costly retransm ssion schenes.

Net wor ks that include satellite |inks are exanples of "long fat
networ ks" (LFNs or "el ephants"). They are "long" networks because
their round-trip tine is quite high (for exanple, 0.5 sec and

hi gher for geosynchronous satellites). Not all satellite |inks
fall within the LFN regine. In particular, round-trip tines in a
lowearth orbiting (LEO satellite network may be as little as a
few mlliseconds (and never extend beyond 160 to 200 ns). WWANs
share the "L" with LFNs. However, satellite networks are al so
"fat" in the sense that they may have hi gh bandwi dth. Satellite
networ ks may often have a del ay*bandw dt h product above 64 KBytes,
i n which case they pose additional problens to TCP [ TCPHP]. W WANs
do not generally exhibit this behavior. Accordingly, this docunment
only deals with links that are "long thin pipes”, and the networks
that contain them "long thin networks". We call these "LTNs".

Thi s docunent does not give an overview of the APl used to access
the underlying transport. W believe this is an orthogonal issue,
even though sone of the proposal s bel ow have been put forth
assumng a given interface. It is possible, for example, to
support the traditional socket semantics without fully relying on
TCP/ 1P transport [ MOAGLI].

Qur focus is on the on-the-wire protocols. W try to include the
nost rel evant ones and briefly (given that we provide the

ref erences needed for further study) mention their nost salient
poi nt s.

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 5]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

1.1 Architecture

One significant difference between LFNs and LTNs is that we assune
the WWAN link is the last hop to the end user. This allows us to
assune that a single base station sees all packets transferred
between the wireless nobile device and the rest of the Internet.
This is only one of the topol ogies considered by the TCP Satellite
conmuni ty.

G ven our focus on nobile wireless applications, we only consider
a very specific architecture that includes:

- awreless nobile device, connected via

- awireless link (which may, in fact conprise several hops at
the Iink [ayer), to

- a base station (sonetinmes referred to as an internediate
agent) connected via

- awreline link, which in turn interfaces with

the landline Internet and mllions of |egacy servers and web
sites.

Specifically, we are not as concerned with paths that include two
Wi rel ess segnents separated by a wired one. This may occur, for
exanple, if one nobile device connects across its inmediate

Wi rel ess segnent via a base station to the internet, and then via
a second wirel ess segnent to another nobile device. Quite often
nmobi | e devices connect to a | egacy server on the wired internet.

Typically, the endpoints of the wireless segnent are the base
station and the nobile device. However, the latter may be a
wireless router to a nobile network. This is also inmportant and
has applications in, for exanple, disaster recovery.

Qur target architecture has inplications which concern the

depl oyability of candidate solutions. In particular, an inportant
requirenent is that we cannot alter the networking stack on the

| egacy servers. It would be preferable to only change the
net wor ki ng stack at the base station, although changing it at the
nobi |l e devices is certainly an option and perhaps a necessity.

W envi sion nobil e devices that can use the wi rel ess nmedi um very
efficiently, but overcome sonme of its traditional constraints.
That is, full nobility inplies that the devices have the
flexibility and agility to use whi chever happens to be the best
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networ k connection avail able at any given point in time or space.
Accordingly, devices could switch froma wired office LAN and hand
over their ongoing connections to continue on, say, a wreless
WAN. This type of agility also requires Mbile I P [ RFC2002].

NOTE: Must we replace "base station” with sone other term (e.g.
LTN- edge device)? "Base station"” is a good term when di scussing
WLANs but a m sleading one in alnost all WWAN environnents.
WLANs, the wireless Iink is between nobile device and base
station, but within a typical WWAN infrastructure there are
several wireline hops between the actual WWAN base station and
the WWAN edge device that provides the connection point to the
[ andline Internet. These "base stations” do not have an |IP stack
so, for exanple, they cannot have a SNOCOP nodul e

1.2 Assunptions about the Radi o Link

The system architecture descri bed above assunmes at npst one
wireless |ink (perhaps conprising nore than one wrel ess hop).
However, this is not enough to characterize a wireless |link
Addi tional considerations are:

- What are the error characteristics of the wirel ess nedi unf
The Iink may present a higher BER than a wireline network due
to burst errors and di sconnections. The techni ques bel ow
usual ly do not address all the types of errors. Accordingly,
a conpl ete solution should conbine the best of all the
proposals. Nevertheless, in this docunent we are nore
concerned with (and give preference to solving) the nost
typi cal case: (1) higher BER due to random errors (which
inplies |Ionger and nore vari able delays due to |ink-Iayer
error corrections and retransm ssions) rather than (2) an
interruption in service due to a handoff or a di sconnection
The latter are also inportant and we do include rel evant
proposal s in this survey.

- Is the wireless service datagramoriented, or is it a virtua
circuit? Currently, switched virtual circuits are nore
common, but packet networks are starting to appear, for
exanpl e, Metricom s Starnode [CB96], CDPD [CDPD] and Cener al
Packet Radio Service (GPRS) [GPRS],[BW7] in GSM

- What kind of reliability does the Iink provide? Wrel ess
services typically retransmt a packet until it has been
acknow edged by the target. They nmay allow the user to turn
of f this behavior. For exanple, GSM allows RLP (Reliable Link
Protocol) to be turned off. Metricomhas a sinmlar
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"li ghtwei ght" node

- Does the nobile device transmt and receive at the sane
time? Doing so increases the cost of the electronics on the
nmobi | e device. Typically, this is not the case. W assune the
typical case in this docunent.

- Does the nobile device directly address nore than one peer on
the wireless |ink? Packets to each different peer may
traverse spatially distinct wireless paths. Accordingly, the
path to each peer may exhibit very different
characteristics. Qite commonly, the nobile device addresses
only one peer (the base station) at any given point in tinme.
VWhen this is not the case, techniques such as Channel - State
Dependent Packet Scheduling cone into play (see the section
"Packet Schedul i ng" bel ow).

2 Should it be IP or Not?

The first decision is whether to use IP as the underlying network
protocol or not. In particular, sone data protocols evolved from
wi rel ess tel ephony are not always -- though at times they may be
-- layered on top of IP [MOMAI, WAP]. These proposals are based
on the concept of proxies that provide adaptation services between
the wireless and wireline segnents.

This is a reasonable nodel for nobile devices that always
conmuni cate t hrough the proxy. However, we expect many w rel ess
nmobi |l e devices to utilize wireline networks whenever they are
avai l abl e. This nodel closely follows current |aptop usage
patterns: devices typically utilize LANs, and only resort to

di al -up access when "out of the office.”

For these devices, an architecture that assunes IP is the best
approach, because it will be required for comrunications that do
not traverse the base station (for exanple, upon reconnection to a
W LAN or a 10BaseT network at the office).

2.1 Underlying Network Error Characteristics
Using I P as the underlying network protocol requires a certain
(low) level of link robustness that is expected of wireless

| i nks.

I P, and the protocols that are carried in I P packets, are
protected end-to-end by checksuns that are relatively weak (and,

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 8]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

in sone cases, optional). For much of the internet, these
checksuns are sufficient; in wireless environnents, the error
characteristics of the rawwireless Iink are nmuch | ess robust than
the rest of the end-to-end path. This makes end-to-end detection
of network errors undesirable, because danaged | P packets are
propagat ed through the network only to be discarded at the
destination host, and suggests that |ink-Ievel mechani snms shoul d
be used to detect and correct transm ssion errors over these
links.

A better approach is to use link-1layer nechanisns such as FEC
retransm ssions, and so on in order to inprove the characteristics
of the wireless link and present a nuch nore reliable service to

| P. This approach has been taken by CDPD, Ri cochet and CDVA

Thi s approach is roughly anal ogous to the successful deploynent of
Poi nt-to-Poi nt Protocol (PPP), with robust fram ng and 16-bit
checksunming, on wireline networks as a replacenent for the Serial
Line Interface Protocol (SLIP), with only a single fram ng byte
and no checksunm ng.

[ AGS98] recomends the use of FEC in satellite environnents.

Notice that the link-layer could adapt its frame size to the

prevalent BER. It would performits own fragnmentation and
reassenbly so that IP could still enjoy a | arge enough MIU si ze
[LS98].

A common concern for using IP as a transport is the header
overhead it inplies. Typically, the underlying |ink-1ayer appears
as PPP [ RFC1661] to the IP |l ayer above. This allows for header
conpressi on schenes [|I PHC, |PHC PPP] which greatly alleviate the
probl em

2.2 Non-1P Alternatives
A nunber of non-IP alternatives ainmed at w reless environnents
have been proposed. One representative proposal is discussed
here.

2.2.1 WAP
The Wrel ess Application Protocol (WAP) specifies an application
framework and network protocols for wreless devices such as

nmobi | e tel ephones, pagers, and PDAs [WAP]. The architecture
requires a proxy between the nobile device and the server. The WAP
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protocol stack is layered over a datagramtransport service. Such
a service is provided by nost wireless networks; for exanple,

| S-136, GSM SMs5/ USSD, and UDP in I P networks |ike CDPD and GSM
GPRS. The core of the WAP protocols is a binary HITP/ 1.1 protoco
wi th additional features such as header cachi ng between requests
and a shared state between client and server.

2.2.2 Deploying Non-1P Alternatives

IPis such a fundanental elenent of the internet that non-I1P
alternatives face substantial obstacles to depl oynment, because
they do not exploit the IP infrastructure. Any non-1P alternative
that is used to provi de gatewayed access to the internet nust map
bet ween | P addresses and non-|P addresses, nust termnate |P-1Ievel
security at a gateway, and cannot use |IP-oriented discovery
protocol s (Dynam ¢ Host Configuration Protocol, Domain Nane
Services, Lightweight Directory Access Protocol, Service Location
Protocol, etc.) without translation at a gateway.

A further conplexity occurs when a device supports both wrel ess
and wireline operation. If the device uses IP for wirel ess
operation, uninterrupted operati on when the device is connected to
a wreline network is possible (using Mobile IP). If a non-IP
alternative is used, this switchover is nore difficult to
acconpl i sh

Non-I P alternatives face the burden of proof that IPis so
ill-suited to a wireless environment that it is not a viable
t echnol ogy.

2.3 | P-based Alternatives

Gven its worl dwi de depl oynment, IP is an obvious choice for the
underlyi ng network technol ogy. Optimzations inplemented at this
| evel benefit traditional internet application protocols as well
as new ones |ayered on top of IP or UDP

2.3.1 Path MIU Di scovery

Pat h MIU di scovery benefits any protocol built on top of IP. It
all ows a sender to determ ne what the nmaxi num end-to-end
transm ssion unit is to a given destination. Wthouth Path Mru
di scovery, the default MIU size is 512. The benefits of using a
| arger MIU are:
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- Smaller ratio of header overhead to data

- Allows TCP to grow its congestion wi ndow faster, since it
increases in units of segnents.

O course, for a given BER a |larger MIU has a correspondi ngly

| arger probability of error within any given segnment. The BER may
be reduced using lower |evel techniques |like FEC and |ink-1ayer
retransm ssions. The issue is that now del ays may becone a probl em
due to the additional retransm ssions, and the fact that packet
transm ssion time increases with a [ arger MIU

[ AGS98] recomends use of Path MIU Di scovery in satellite
envi ronnents.

2.3.2 Non-TCP Proposal s

O her proposal s assune an underlying | P datagram service, and

i npl enment an optimzed transport either directly on top of IP

[ NETBLT] or on top of UDP [MNCP]. Not relying on TCP is a bold
nove, given the wealth of experience and research related to it.

It could be argued that the internet has not coll apsed because its
mai n protocol, TCP, is very careful in howit uses the network,
and generally treats it as a black box assumi ng all packet |osses
are due to congestion and prudently backing off. This avoids
further congestion.

However, in the wreless nmedium packet |osses may al so be due to
corruption due to high BER fading, and so on. Here, the right
approach is to try harder, instead of backing off. Alternative
transport protocols are:

- NETBLT [ NETBLT, RFC1986, RFC1030]

- MNCP [ MNCP]

- ESRO [ RFC2188]

- RDP [ RFC908, RFC1151]

- VMIP [ VMIP]
3 The Case for TCP

This is one of the nost hotly debated issues in the wireless
arena. Here are some argunents against it:
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- It is generally recognized that TCP does not performwell in
the presence of significant |evels of non-congestion |oss.
TCP detractors argue that the wireless mediumis one such
case, and that it is hard enough to fix TCP. They argue that
it is easier to start fromscratch

- TCP has too nuch header overhead.
- By the time the mechanisns are in place to fix it, TCP is
very heavy, and ill-suited for use by lightweight, portable

devi ces.

and here are some in support of TCP

It is preferrable to continue using the sane protocol that
the rest of the Internet uses for conpatibility reasons. Any
extensions specific to the wireless Iink may be negoti at ed.

- Legacy nechani sns may be reused (for exanpl e congestion
control)

- Link-layer FEC and ARQ can reduce the BER such that any
| osses TCP does see are, in fact, caused by congestion (or a
sustained interruption of link connectivity). Mdern WWAN
technol ogi es do this (CDPD, US-TDMA, CDVA, GSM, thus
i mprovi ng TCP t hroughput.

- Handoffs anong different technol ogi es are nmade possi bl e by
Mobile | P [ RFC2002], but only if the same protocols, namely
TCP/ 1P, are used throughout.

- Gven TCP's wealth of research and experience, alternative
protocols are relatively inmmature, and the full inplications
of their w despread depl oynent not clearly understood.

Overall, we feel that TCP is fixable. Mechanisns to do so are
included in the next sections.

4 Candi date Optim zations

There is a |l arge volune of work on the subject of optimzing TCP
for operation over wireless nmedia. Even though satellite networks
generally fall in the LFN regine, our current LTN focus has much
to benefit fromit. For exanple, the work of the
TCP-over-Satellite working group of the | ETF has been extrenely
hel pful in preparing this section [ AGS98, ADGGEHOSSTT98] .
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4.1 TCP: Current Mechani sns

A TCP sender adapts its use of bandw dth based on feedback from
the receiver. The high latency characteristic of LTNs inplies that
TCP' s adaptation is correspondingly slower than on networks with
shorter delays. Delayed ACKs and small MIUs nmay sl ow adaptation
even further.

4.1.1 Slow Start and Congesti on Avoi dance

Slow Start and Congesti on Avoi dance [ RFC2001, updated in TCPCONG
are the basis for TCP's successful depl oynent throughout the
internet. However there are two reasons why the wirel ess nmedi um
adversely affects them

- Slow start is invoked whenever a loss is detected, assum ng
the network is congested. This is why it is inportant to
m nimze the | osses caused by corruption, leaving only those
that TCP expects.

- The sender increases its w ndow based on the nunmber of ACKs
received. This rate, of course, is dependent on the RTT
(round-trip-tinme) between sender and receiver, which inplies
I ong delays in high latency links Iike LTNs.

- During slow start, the sender increases its windowin units
of segnments. This is why it is inportant to use an
appropriately large MU which, in turn, requires reliable
link I ayers.

4.1.2 Fast Retransmit and Fast Recovery

Fast retransmt [RFC2001, updated in TCPCONG allows the receiver
to informthe sender (by sending several duplicate ACKs) of a | ost
segnent. The sender retransmits what it considers to be this | ost
segnent without waiting for the full timeout. This saves tine.

After a fast retransmit, a sender invokes the fast recovery

[ RFC2001] al gorithm whereby it invokes congestion avoi dance, but
not slow start. This also saves tine.

Wth LTN Iinks, efficient recovery frommultiple |losses within a
single window is nore difficult to achieve, and waiting for three
duplicate ACKs to arrive postpones retransm ssion noticeably.

Recomendation: Inplement at this tine. This is a
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wi del y-inpl emented optimzation and is currently at Proposed
Standard | evel . [AGS98] reconmends inpl ementation of Fast
Retransm t/ Fast Recovery in satellite environments.

4.2 Connection Setup with T/ TCP [ RFC1397, RFCl644]

TCP engages in a "three-way handshake" whenever a new connection
is set up. Data transfer is only possible after this phase has
conpl eted successfuly. T/ TCP allows data to be exchanged in
parallel with the connection set up, saving valuable time for
short transactions on | ong-I|atency networks.

Recomrendation: T/ TCP is not recommended, for these reasons:
- It is an Experinental RFC, and has not been advanced.

- It is not widely deployed, and it has to be depl oyed at both
ends of a connection

- Security concerns have been raised that T/ TCP is nore vul nerabl e
to address-spoofing attacks than TCP itself.

- At least some of the benefits of T/ TCP (elimnating three-way
handshake on subsequent query-response transactions, for
i nstance) are also available with persistent connections on
HTTP/ 1.1, which is nore w dely depl oyed.

[ ADGGHOSSTT98] does not have a recommendation on T/ TCP in
satellite environnents.

4.3 Slow Start Proposal s
Because sl ow start dom nates the network response seen by
i nteractive users at the beginning of a TCP connection, a nunber
of proposals have been made to nodify or or elimnate slow start
in long | atency environnents.
Stability of the internet is paranount, so these proposals nust
denonstrate that they will not adversely affect internet
congestion levels in significant ways. The needs of the many
out wei gh the needs of the few

4.3.1 Larger Initial Wndow

Full slow start, with an initial w ndow of one segment, is a
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ti me-consum ng bandw dt h adaptati on procedure over LTNs. Recent
proposal s suggest starting off with an initial w ndow | arger than
one segnent [ RFC2414, AHMS8].

In sinmulations with an increased initial w ndow of three packets
[ RFC2415], this proposal does not contribute significantly to
packet drop rates, and it has the added benefit of inproving
initial response tinmes when the peer device del ays

acknow edgenents during slow start (see next proposal).

[ RFC2416] addresses situations where the initial wi ndow exceeds
the nunber of buffers available to TCP and indicates that this
situation is no different fromthe case where the congestion

wi ndow grows beyond the nunber of buffers avail able.

We expect the IETF tcp-inpl working group to recomend all owi ng an
initial window of at |east two segnments, and perhaps as many as
four, in the near future, in environments where this significantly
i nproves performance (LFNs and LTNs).

Recomendati on: | nplenment this on devices now The research on
this optimzation indicates that 3 segnments is a safe initial
setting, and is centering on choosing between 2, 3, and 4. For
now, use 3 [RFC2415], which at least allows clients running
guery-response applications to get an initial ACK from unnodified
servers without waiting for a del ayed ACK tineout of 200-500
mlliseconds, and saves two round-trips.

Much of the benefit of this optimzation is also available (after
the first request-response exchange) when clients and servers both
i npl ement HTTP/1.1. This optim zation works with ol der servers
that inplenment only HTTP/ 1. 0.

4.3.2 Handling Acknow edgnments During Sl ow Start
The sender increases its wi ndow based on the fl ow of ACKs com ng
back fromthe receiver. Particularly during slow start, this flow
is very inmportant. A couple of the proposals that have been
studied are (1) ACK counting and (2) ACK-every-segnent.

4.3.2.1 ACK Counting

The main idea behing ACK counting is:

- Make each ACK count to its fullest by growi ng the w ndow
based on the data bei ng acknow edged (byte counting) instead
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of the nunber of ACKs (ACK counting). This has been shown to
cause bursts which lead to congestion. [Allnman98] shows that
Limted Byte Counting (LBC), in which the window growth is
limted to 2 segnments, does not |ead to burstiness, and

of fers sone performance gains.

Recomendation: Unlimted byte counting is not recommended. Van
Jacobson cautions agai nst byte counting [ TCPSATM N] because it

| eads to burstiness, and recomrends ACK spaci ng [ ACKSPACI NG

i nst ead.

ACK spacing requires ACKs to consistently pass through a single
ACK-spacing router. This requirenment works well for WWAN
environnents if the ACK-spacing router is also the base station

Limted byte counting warrants further investigation before we can
recommend this proposal, but it shows prom se

4.3.2.2 ACK-every-segnent
The main i dea behi nd ACK-every-segnent is:

- Keep a constant stream of ACKs com ng back by turning off
del ayed ACKs [RFC1122] during slow start. ACK-every-segment
must be limted to slow start, in order to avoid penalizing
asymetri c- bandwi dt h confi gurati ons.

Recomendati on: | nplenment this on devices but continue

i nvestigating. Even though sinmulations confirmits pronmise (it
all ows receivers to receive the second segnent from unnodified
senders without waiting for a del ayed ACK tineout of 200-500
mlliseconds), for this technique to be practical the receiver
must acknow edge every segnent only when the sender is in slow
start. Continuing to do so when the sender is in congestion

avoi dance may have adverse effects on the nobile device's battery
consunption and on traffic in the network.

This violates a SHOULD in [ TCPCONG : del ayed acknow edgenent s
SHOULD be used by a TCP receiver

"Di sabling Delayed ACKs During Slow Start" is technically

uni mpl enent abl e, as the receiver has no way to know when the
sender crosses ssthresh (the "slow start threshold") and begins
usi ng the congestion avoi dance algorithm |If receivers foll ow
recomendati ons for increased initial w ndows, disabling del ayed
ACKs during an increased initial w ndow would open the TCP wi ndow
nmore rapidly without doubling ACK traffic in general
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The conservative recomendation is to ACK only the first segnent
on a new connection with no delay. Even this conservative
recomendat i on saves one del ayed ACK ti neout at the receiver,
which, in typical WWVapplications, saves one del ayed ACK ti neout
in each direction.

Agai n, much of the benefit of this optim zation is also available
after the first request-response exchange when clients and servers
both inplenent HTTP/1.1. This optimn zation works with ol der
servers that inplenment only HITP/ 1. 0.

4.3.3 Term nating Slow Start

New mechani sns [ ADGEHOSSTT98] are being proposed to inprove TCP' s
adaptive properties such that the available bandwi dth is better
utilized while reducing the possibility of congesting the

network. The latter leads to the closing of the congestion w ndow
to 1 segnent, and the subsequent slow start phase.

Theoretically, an optimumvalue for slowstart threshold
(ssthresh) allows connection bandwi dth utilization to ranp up as
aggressively as possible w thout "overshoot"” (using so much
bandwi dt h that packets are |ost and congesti on avoi dance
procedures are invoked).

Recomendati on: Estimating the slow start threshold is not
recomended. Al though this would be hel pful if we knew how to do
it, rough consensus on the tcp-inpl and tcp-sat mailing lists is
that in non-trivial operational networks there is no reliable

met hod to probe during TCP startup and estimate the bandwi dth
avai |l abl e.

4.4 ACK Spaci ng

During slow start, the sender responds to the incom ng ACK stream
by transmtting two new segnents for each ACK received. This
results in data being sent at twice the speed at which it can be
processed by the network. Accordingly, queues will form and due
to insufficient buffering at the bottl eneck router, packets may
get dropped before the link's capacity is full. Spacing out the
ACKs effectively controls the rate at which the sender will
transmt into the network, and may result in little or no queuei ng
at the bottleneck router [ACKSPACI NG .

Recomrendati on: No recommendation at this tine. Continue
nmoni toring research in this area.
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4.5 Del ayed Duplicate Acknow egenents

As was mnentioned above, |ink-layer retransm ssions may decrease
t he BER enough that congestion accounts for nost of packet | osses;
still, nothing can be done about interruptions due to handoffs,

novi ng beyond wi rel ess coverage, etc. In this scenario, it is

i nperative to prevent interaction between |ink-Iayer
retransm ssi on and TCP retransm ssion as these layers duplicate
each other's efforts. In such an environnent it may make sense to
delay TCP's efforts so as to give the |link-layer a chance to
recover [M/97]. It is preferrable to allow a | ocal mechanismto
resolve a local problem instead of invoking TCP' s end-to-end
mechani sm and i ncurring the associated costs, both in terns of
wasted bandwi dth and in terns of its effect on TCP's w ndow.

Recomendat i on: Del ayi ng duplicate acknow edgenments nmay be usefu
in specific network topol ogies, but a general recomendation
requires further research and experience. Currently, it is not
wel I understood how |l ong the receiver should delay the duplicate
acknow edgnent s.

4.6 Sel ective Acknow edgenments [ RFC2018]

SACK may not be useful in many LTNs, according to Section 1.1 of
[TCPHP]. In particular, SACK is nore useful in the LFN regine,
especially if large wi ndows are being used, because there is a
consi derabl e probability of nultiple segment |osses per wi ndow. In
the LTN regi me, TCP wi ndows are nuch smaller, and burst errors
must be much longer in duration in order to damage multiple
segnent s.

Accordingly, the conplexity of SACK may not be justifiable, unless
there is a high probability of burst errors and congestion on the
wireless link. A desire for conpatibility with TCP reconmendati ons
for non-LTN environnents may dictate LTN support for SACK anyway.

[ AGS98] recomends use of SACK with Large TCP Wndows in satellite
environnents, and notes that this inplies support for PAWS
(Protection Against Wapped Sequence space) and RTTM (Round Trip
Ti me Measurenent) as well.

Ber kel ey’ s SNOOP protocol research [ SNOOP] indicates that SACK
does inprove throughput for SNOOP when multiple segnents are | ost
per wi ndow [ BPSK96]. SACK all ows SNOOP to recover from

mul ti-segnment |osses in one round-trip. In this case, the nobile
device needs to inplement sone form of selective

acknow edgenments. If SACK is not used, recovery from
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mul ti-segment | osses takes so long that TCP enters congestion
avoi dance anyway.

Recomendat i on: | npl ement SACK now for conpatibility with other
TCPs and i nproved performance w th SNOOP.

4.7 Detecting Corruption Loss

4.7.1 Wthout Explicit Notification

In the absence of explicit notification fromthe network, sone
resear chers have suggested statistical nethods for congestion
avoi dance [Jai n89, W91, VEGAS]. A natural extension of these
heuristics would enabl e a sender to distinguish between | osses
caused by congestion and other causes. The research results on
the reliability of sender-based heuristics is unfavorable [BV97,
BV98] . [BV98a] reports better results in constrained environnents
usi ng packet inter-arrival tinmes neasured at the receiver, but
hi ghl y-vari abl e delay - of the type encountered in wireless
environnents during intercell handoff - confounds these
heuri sti cs.

Reconmendati on: No reconmendation at this time - continue to
nonitor research results.

4.7.2 Wth Explicit Notifications
Wth explicit notification fromthe network it is possible to
determ ne when a loss is due to congestion. Several proposals
al ong these lines include:

- Explicit Loss Notification (ELN) [ BPSK96]

- Explicit Bad State Notification (EBSN) [ BBKVP96]

- Explicit Loss Notification to the Receiver (ELNR), and
Explicit Del ayed Dupack Activation Notification (EDDAN)
(notifications to nobile receiver) [MW97]

- Explicit Congestion Notification (ECN) [ECN

O these proposals, Explicit Congestion Notification (ECN)
seens cl osest to deploynent on the Internet, and will provide

some benefit for TCP connections on long thin networks (as well
as for all other TCP connections).
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Recommendati on: No reconmendation at this tinme. Schenmes |ike ELNR
and EDDAN [ M97], in which the only systens that need to be

nodi fied are the base station and the nobile device are slated for
adopti on pending further research. However, the requirenent that
the base station be able to exam ne the TCP headers flying through
it raises the previously stated issues with respect to

| PSEC- encrypt ed packets.

ECN uses the TCS byte in the I P header to carry congestion

i nformati on (ECN- capabl e and Congesti on-encountered). This byte
is not encrypted in I PSEC, so ECN can be used on TCP connecti ons
that are encrypted using | PSEC

Recommendati on: | nplenment ECN when (and if) the IETF finalizes the
speci fication.

Not e: Absence of packets marked with ECN should not be interpreted
by ECN- capabl e TCP connections as a green light for aggressive
retransm ssions. On the contrary, during periods of extrene
networ k congestion routers may drop packets marked with explicit
notification because their buffers are exhausted - exactly the
wong tine for a host to begin retransmtting aggressively.

4.8 Active Queue Managenent

As has been pointed out above, TCP responds to congestion by

cl osi ng down the wi ndow and invoking slow start. Long-del ay
networ ks take a particularly long tine to recover fromthis
condition. Accordingly, it is inperative to avoid congestion in
LTNs. To remedy this, active queue managenent techni ques have been
proposed as enhancenents to routers throughout the Internet [RED].
The primary notivation for deploynment of these nmechanisnms is to
prevent "congestion collapse" (a severe degradation in service) by
controlling the average queue size at the routers. As the average
gueue | ength grows, Random Early Detection [RED] increases the
possi bility of dropping packets.

The benefits are:

- Reduce packet drops in routers. By dropping a few packets
bef ore severe congestion sets in, RED avoi ds dropping bursts
of packets.

- Provide | ower delays. This follows fromthe smaller queue
sizes, and is particularly inmportant for interactive
applications, for which the inherent delays of wireless |inks
al ready push the user experience to the limts of the
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non- accept abl e.

- Avoid | ock-outs. Packets from over-agressive flows can get
dropped with the same probability as other packets.

Active Queue Managenment has two conponents: (1) routers detect
congestion before exhausting their resources, and (2) they provide
some form of congestion indication. Dropping packets via RED is
only one exanple of the latter. Another way to indicate congestion
is to use ECN [ECN] as di scussed above under "Detecting Corruption
Loss: Wth Explicit Notifications."

Recomendation: RED is currently being deployed in the internet,
and LTNs should follow suit. ECN depl oynment shoul d conpl ement RED s
when the I ETF finalizes the specification.

4.9 Scheduling Al gorithmns

Active queue nmanagenent hel ps control the |length of the queues.
Additionally, a general solution requires replacing FIFOw th
ot her scheduling al gorithns that inprove:

1. Fairness (by policing how di fferent packet streans utilize
t he avail abl e bandwi dth), and

2. Throughput (by inproving the transmitter's radi o channel
utilization).

For exanple, fairness is necessary for interactive applications
(like telnet or web browsing) to coexist with bulk transfer
sessions. Proposal s here include:

- Fair Queueing (FQ [Demrers90]
- Ol ass-based Queuei ng (CBQ [Fl oyd95]

Even if they are only inplenmented over the wireless |link portion
of the communi cation path, these proposals are attractive in

wi rel ess LTN environnents, because new connections for interactive
applications can have difficulty starting when a bulk TCP transfer
has al ready stabilized using all avail able bandw dth.

In our base architecture described above, the nobile device
typically comruni cates directly with only one wirel ess peer at a
given tinme: the base station. In sone WWANs, it is possible to
directly address other nmobiles within the same cell. D rect
conmmuni cati on with each such wirel ess peer may traverse a
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spatially distinct path, each of which may exhibit statistically
i ndependent radio |ink characteristics. Channel State Dependent
Packet Scheduling (CSDP) [BBKT96] tracks the state of the various
radio links (as defined by the target devices), and gives
preferential treatnment to packets destined for radio links in a
"good" state. This avoids attenpting to transmt to (and expect
acknow edgenents fron) a peer on a "bad" radio |ink, thus

i mprovi ng throughput.

A further refinenment of this idea suggests that both fairness and
t hr oughput can be inproved by conbining a wirel ess-enhanced CBQ
with CSDP [ FSS98] .

Recomendati on: No reconmendation at this tine, pending further
st udy.

4.10 Split TCP and Performance- Enhanci ng Proxi es (PEPS)

G ven the dramatic differences between the wired and the wrel ess
links, a very comon approach is to provide sone inpedance

mat chi ng where the two different technol ogies neet: at the base
station.

The idea is to replace an end-to-end TCP connection with two
clearly distinct connections: one across the wireless link, the
other across its wireline counterpart. Each of the two resulting
TCP sessions operates under very different networking
characteristics, and may adopt the policies best suited to its
particul ar medium For exanple, in a specific LTN topology it may
be desirable to nmodify TCP Fast Retransnmission to resend after the
first duplicate ack and Fast Recovery not to shrink TCP cnwd if
the LTN link has an extremely long RTT, is known to not reorder
packets, and is not subject to congestion. Mreover, on a
long-delay link or on a link with a relatively high
bandwi dt h-del ay product it nmay be desirable to "slowstart”™ with a
relatively large initial w ndow, even |larger than four segments.
VWil e these kinds of TCP nodifications can be negotiated to be
enpl oyed over the LTN link, they would not be depl oyed end-to-end
over the global Internet. In LTN topol ogi es where the underlying
link characteristics are known, a great nunmber of simlar type of
per f ormance enhancenents can be enpl oyed wi t hout endangeri ng
operations over the global Internet.

Split-TCP proposal s include schemes like I-TCP [ITCP] which

achi eves performance inprovenents by abandoni ng end-to-end
semantics. [MICP] alleviates this probl em sonmewhat, but does not
entirely solve it. The Mowgli architecture [ MOAMGLI] proposes a
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split approach with support for various enhancenents at all the
protocol layers, not only at the transport |layer. Mowgli provides
an option to replace the TCP/IP core protocols on the LTN |ink
with a customprotocol that is tuned for LTN Iinks [ KRLKA97].
Also with this option, Mowgli preserves the socket semantics on
the nmobil e device so that | egacy applications can be run
unnodi fi ed.

Wth LTN Iinks, significant inprovenments can be achieved at the
application layer by introducing application |evel proxies. The
Mowgl i system provides full support for adding application |evel
agent-proxy pairs between the client and the server, the agent on
the nobil e device and the proxy on the LTN edge device. Such a
pair may be either explicit or fully transparent to the
applications. Good exanples of enhancements achieved wth
application | evel proxies include Mowgli WW [LAKLRO5], [LHKRO6]
and WebExpress [HL96], [ CTCSMB7] .

Ber kel ey’ s SNOOP protocol [SNOOP] is a hybrid schenme m xi ng
link-layer reliability nmechanisns with the split connection
approach. It is an inprovenment over |I-TCP in that end-to-end
semantics are retained as well as in terns of performance. SNOOP
does two things:

1. Locally (on the wireless link) retransmt |ost packets,
instead of allowing TCP to do so end-to-end.

2. Suppress the duplicate acks on their way fromthe receiver
back to the sender, thus avoiding fast retransmt and
congestion avoi dance at the latter.

WICP [WICP] is simlar to SNOOP in that it preserves end-to-end
semantics. In WICP, the base station uses a conplex schenme to
hide the time it spends novi ng packets across the wireless |ink
(this typically includes retransm ssions due to error recovery,
but may al so include tine spent dealing with congestion). In order
to work effectively, it assumes that the TCP endpoi nts inpl ement
the Tinestanps option in RFC 1323 [TCPHP]. Unfortunately, support
for RFC 1323 in TCP inplementations is not yet w despread. Beyond
this, WICP requires changes only at the base station

Al of these schenmes require the base station to exam ne and
operate on the traffic between the portable wrel ess device and
the TCP server on the wired Internet. None of these work if the IP
traffic is encrypted, unless, of course, the base station shares
the security association between the nobile device and its
end-to-end peer. They also require that both the data and the
correspondi ng ACKs traverse the same base station. Furthernore,
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if the base station retransmts packets at the transport |ayer
across the wireless link, this may duplicate efforts by the
link-layer. SNOOP has been described by its designers as a
TCP-aware link-layer. This is the right approach: the link and
network | ayers can be nmuch nore aware of each other than
traditional OSI |ayering suggests

Encryption of |P packets via IPSEC s ESP header (in either
transport or tunnel node) renders the TCP header and payl oad
unintelligible to the base station. This precludes SNOOP from
wor ki ng, because it needs to exam ne the TCP headers in both
directions. Possible solutions involve:

- maki ng the SNOOPi ng base station a party to the security
associ ati on between the client and the server

- I PSEC tunneling node, term nated at the SNOOPi ng base station

However, these techniques require that users trust base stations.
Users val uing both privacy and performance shoul d use SSL or SOCKS
for end-to-end security.

Recomendat i on: | npl ement SNOOP on base stations now. Research
results are encouraging, and it is an "invisible" optimzation in
that neither the client nor the server needs to change, only the
base station (for basic SNOOP w thout SACK).

In sone proposals, in addition to a PEP nmechani sm at the base
station, customprotocols are used on the wireless link (for
exanpl e, [WAP], [YB94] or [MOWGLI]).

Even if the gains from using non-TCP protocols are noderate or
better, the wealth of research on optimzing TCP for wreless, and
conpatibility with the Internet are conpelling reasons to adopt
TCP on the wireless link (enhanced as suggested in section 5
bel ow) .

4.11 Header Conpression Alternatives

Because Long Thin Networks are bandw dt h- constrai ned, conpressing
every byte out of over-the-air segnents is worth while.

Mechani snms for TCP and | P header conpression defined in [ RFCL144,
| PHC, 1 PHC-PPP] provide the follow ng benefits:

- Inprove interactive response tine
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- Allow using small packets for bulk data with good |line
efficiency

- Allow using small packets for delay sensitive |ow data-rate
traffic

- Decrease header overhead (for the smallest MU of 512 the
header overhead of TCP over IP can decrease from11.7 to | ess
than 1 per cent.

- Reduce packet loss rate over |ossy links.

Van Jacobson (VJ) header conpression [ RFC1144] describes a
Proposed Standard for TCP Header conpression that is wdely

depl oyed. It uses TCP tineouts to detect a | oss of
synchroni zati on between the conpressor and deconpressor. [I|PHC

i ncludes an explicit request for retransm ssion of an unconpressed
packet to allow resynchronization without waiting for a TCP

ti meout (and executing congestion avoi dance procedures).

Recomendat i on: | nplement VJ header conpression on devices now.

It is a widely depl oyed Proposed Standard. However, it should
only be enabl ed when operating over reliable LTNs, because even a
single bit error would nost probably result in a full TCP w ndow
bei ng dropped, followed by a costly recovery via slowstart.

| mpl enent [1PHC] when the Internet-Draft becones stable.

4.12 | P Payl oad Conpression

Conpression of |IP payloads is also desirable. "IP Payl oad
Conpression Protocol (IPComp)" [IPPCP] defines a framework where
conmon conpression algorithnms can be applied to arbitrary IP
segnent payl oads. | P payl oad conpression is something of a niche
optim zation. It is necessary because |IP-level security converts
| P payl oads to random bitstreans, defeating comonly-depl oyed

i nk-1ayer conpression nechani sns which are faced with payl oads
that have no redundant "information" that can be nore conmpactly
repr esent ed.

However, many |P payl oads are al ready conpressed (images, audio,

vi deo, "zipped" files being FTPed), or are already encrypted above
the 1P layer (SSL/TLS, etc.). These payloads will not "conpress”
further, Iimting the benefit of this optimzation

HTTP-NG i s consi dering supporting conpression of resources at the
HTTP | evel , which woul d provi de equival ent benefits for common

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 25]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

conpressible MME types like text/htm. This will reduce the need
for 1PConp. If I PConp is deployed nore rapidly than HTTP- NG
| PComp conpression of HTM. and M ME headers woul d be benefi ci al

In general, application-level conpression can often outperform
| PConp, because of the opportunity to use conpression dictionaries
based on know edge of the specific data being conpressed.

Recomendat i on: Track | PConp and HTTP- NG st andar di zat i on and
depl oynment for now.

4.13 TCP Control Bl ock |Interdependence [ Touch97]

TCP mai nt ai ns per-connection informtion such as connection state,
current round-trip time, congestion control or maxi num segment
size. Sharing information between two consecutive connections or
when creating a new connection while the first is still active to
the sane host may inprove performance of the latter connection

The principle could easily be extended to LAN coverage rather than
l[imting itself to hosts. [Touch97] describes cache update for
bot h cases.

Users of WWAN devices frequently request connections to the sanme
servers or set of servers. For exanple, in order to read their
email or to initiate connections to other servers, the devices may
be configured to always use the sane email server or WAV proxy.
The main advantage of this proposal is that it relieves the
application of the burden of optimzing the transport layer. In
order to inprove the performance of TCP connections, this

mechani smonly requires changes at the wirel ess device.

In general, this schene should i nprove the dynam sm of connection
setup wi thout increasing the cost of the inplenentation

Recomendat i on: Recommended for inplenmentation. Monitor research
on this.
5 Sunmary of Reconmended Opti m zations

The tabl e bel ow summari zes our reconmendations with regards to the
mai n proposal s nenti oned above.

The first columm, "Stability of the Proposal,"” refers to the
maturity of the mechanismin question. Sonme proposals are

bei ng pursued within the IETF in a somewhat open fashion. An
| ETF proposal is either an Internet Drafts (I-D) or a Request
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for Conments (RFC). The forner is a prelimnary version. There
are several types of RFCs. A Draft Standards (DS) is standards
track, and carries nore weight than a Proposed Standard (PS)
which may still undergo revisions. Informational or Experinenta
RFCs do not specify a standard. Ot her proposals are isolated
efforts with little or no public review, and little chance of
garnering industry backi ng.

"Inmpl emented at" indicates which participant in a TCP session
must be nodified to i nplenent the proposal. Legacy servers
typically cannot be nodified, so this colum indicates whether

i npl enent ati on happens at either or both of the two nodes under
some control: nobile device and base station. The synbol s used
are: W5 (wireless sender, that is, the nobile device's TCP send
operation must be nodified), WR (wireless receiver, that is,
the nobile device's TCP receive operation nust be nodified), W
(wireless device, that is, nodifications at the nobile device are
not specific to either TCP send or receive), BS (base station)
and NI (network infrastructure).

The "Recommendati on” col umn captures our suggestions. Sone

mechani sns are endorsed for inmmredi ate adoption, others need nore
evi dence and research, and others are not recommended.
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(1 PConp)

| P Header

Conpr essi on
(includes IP-1P) for
PPP

SNOOP pl us SACK
Fast retransmt/fast
recovery

Transacti on/ TCP

Estimati ng Sl ow
Start Threshol d
(ssthresh)

Del ayed Duplicate
Acknowl edgenent s

C ass-based Queui ng
on End Systens
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Stability of
t he Proposal

RFC 2414 (EXP)

NA

NA

RFC 1144 (PS)

|ETF |1 -D
(Approved as
PS)

| ETF I -D

In limted use

RFC 2001 (PS)

RFC 1644
(Experinental)

NA

Not stabl e

| mpl enent ed

Novenber 1998

Recomrendat i on

at
W5 Yes
(initial_w ndow=3)
VR When stable
W5 No
WD Yes
BS (see 4.11)
WD When stable

(simul taneously

needed on Server)

WD When stable

BS ( For

BS Yes

WD (for SACK)

Mobile P only)

WD Yes (shoul d be
t here al ready)

WD No

(simul taneously

needed on Server)

W5 No
VR When stable
BS (for

notifications)

WD When stable
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Explicit Congestion | ETF I -D WD VWen stabl e

Noti fication NI

TCP Control Bl ock RFC 2140 VD Yes

I nt er dependence (I'nformational) (Track research)

O all the optimzations in the table above, only SNOOP plus SACK
and Del ayed duplicate acknow edgenents are currently being
proposed only for wireless networks. The others are being

consi dered even for non-w reless applications. Their nore general
applicability attracts nore attention and analysis fromthe
research comunity.

O the above mechani sns, only Header Conpression (for IP and TCP)
and "SNOOP plus SACK' cease to work in the presence of | PSec.

6 Concl usi on

In view of the unpredictable and problematic nature of long thin
networks, arriving at an optim zed transport is a daunting task. W
have reviewed the existing proposals along with future research
itens. Based on this overview, we al so reconmend nechani sns for

i npl enentation in long thin networks (LTNs).

7 Acknow edgenent s

The authors are deeply indebted to the I ETF tcpsat and tcpinpl
wor ki ng groups, and to Prof. Nitin Vaidya (Texas A&V whose nany
i nsightful comments have proved invaluable in our attenpt at
improving this note. The follow ng individuals have al so provi ded
val uabl e feedback: Mark All man (NASA), Raphi Rom ( Techni on/ Sun),
Charlie Perkins (Sun), Peter Stark (Ericsson).

8 Ref erences

[ ACKSPACI NG Partridge, C., "ACK Spacing for H gh Del ay-Bandwi dt h
Paths with Insufficient Buffering,” Septenber 1998. Internet-Draft
draft-rfced-info-partridge-01l.txt (work in progress).

[ ADGGHOSSTT98] Mark Al man, Spencer Dawki ns, Dan d over, Jim
G iner, John Heidemann, Shawn Gsterman, Keith Scott, Jeffrey
Senke, Joe Touch, Diepchi Tran. Ongoing TCP Research Related to
Satellites, August 1998. Internet-Draft
draft-ietf-tcpsat-res-issues-04.txt (work in progress).

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 29]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

[ AGS98] Mark All man, Dan d over, Luis Sanchez. Enhancing TCP Over
Satellite Channels using Standard Mechani sns, Septenber 1998.
Internet-Draft draft-ietf-tcpsat-stand-nech-06.txt (work in

pr ogress).

[Allman98] Allman, M, "On the Generation and Use of TCP
Acknowl edgnents, " July, 1998. Submitted to ACM Computer
Conmmuni cati on Revi ew.

[AHO8] Allman, M, Hayes, C., Gsternann, S., "An Evaluation of
TCP with Larger Initial Wndows," Conputer Conmunication Review,
28(3), July 1998.

[ BBKT96] Bhagwat, P., Bhattacharya, P., Krishna, A, Tripathi, S.,
"Enhanci ng Throughput over Wrel ess LANs Usi ng Channel State
Dependent Packet Scheduling,” in Proc. |EEE | NFOCOM 96, pp.
1133-40, March 1996.

[ BBKVP96] Bakshi, B., P., Krishna, N, Vaidya, N, Pradhan, D K.,
"I mprovi ng Perfornmance of TCP over Wrel ess Networks," Techni cal
Report 96-014, Texas A&M University, 1996.

[ BPSK96] Bal akri shnan, H., Padmanabhan, V., Seshan, S., Katz, R,
"A Comparison of Mechanisns for Inproving TCP Performance over
Wreless Links," in ACM SI GCOW Stanford, California, August
1996.

[BV97] Biaz, S., Vaidya, N, "Using End-to-end Statistics to
Di stingui sh Congestion and Corruption Lossses: A Negative Result,"”
Texas A&M University, Technical Report 97-009, August 18, 1997.

[BV98] Biaz, S., Vaidya, N, "Sender-Based heuristics for

Di stingui shi ng Congestion Losses from Wrel ess Transm ssi on
Losses,” Texas A&M University, Technical Report 98-013, June
1998.

[BV98a] Biaz, S., Vaidya, N, "Discrimnating Congestion Losses
fromWrel ess Losses using Inter-Arrival Times at the Receiver,"”
Texas A&M Uni versity, Technical Report 98-014, June 1998.

[BW7] Brasche, G, Wal ke, B., "Concepts, Services, and Protocols
of the New GSM Phase 2+ general Packet Radi o Service," |EEE
Conmuni cati ons Magazi ne, Vol. 35, No. 8, August 1997.

[ CB96] Cheshire, S., Baker, M, "Experiences with a Wreless
Network in MosquitoNet," IEEE Mcro, February 1996. Avail able
online as:

http://resconp. st anf ord. edu/ ~cheshi r e/ papers/w rel ess. ps.

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 30]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

[ COMA] El ectronic Industry Alliance(ElA)/ Tel econmuni cati ons

I ndustry Association (TIA), 1S-95: Mbile Station-Base Station
Conpatibility Standard for Dual - Mode W deband Spread Spectrum
Cel lul ar System 1993.

[CDPD] Wreless Data Forum CDPD System Specification, Release
1.1, 1995.

[ CTCSw7] Chang, H., Tait, C., Cohen, N, Shapiro, M, Mastrianni,
S., Floyd, R, Housel, B., Lindquist, D., "Web Browsing in a

Wrel ess Environnent: Disconnected and Asynchronous Operation in
ARTour Wb Express,™ in Proc. Mbi Com 97, Budapest, Hungary,

Sept ember 1997.

[ Demers90] Deners, A., Keshav, S., and Shenker, S., Analysis and
Simul ation of a Fair Queueing Al gorithm Internetworking: Research
and Experience, Vol. 1, 1990, pp. 3-26.

[ ECN] Ramekrishnan, K K, Floyd, S., "A Proposal to add Explicit
Congestion Notification (ECN) to IP", Cctober 1998.
Internet-Draft draft-kksjf-ecn-03.txt (work in progress).

[ Fl oyd95] Floyd, S., and Jacobson, V., Link-sharing and Resource
Managenment Model s for Packet Networks. | EEE/ ACM Transactions on
Net wor ki ng, Vol. 3 No. 4, pp. 365-386, August 1995.

[ FSS98] Fragouli, C., Sivaranman, V., Srivastava, M, "Controlled
Mul ti medi a Wrel ess Link Sharing via Enhanced O ass-Based Queuei ng
wi t h Channel - St at e- Dependent Packet Scheduling,” Proc. |EEE

| NFOCOM 98, April 1998.

[ GPRS] ETSI, "Ceneral Packet Radi o Service (GPRS): Service
Description, Stage 2," GSMD3.60, v.6.1.1 August 1998.

[GSM Rahnema, M, "Overview of the GSM system and protocol
architecture,” | EEE Conmmuni cati ons Magazi ne, vol. 31, pp 92-100,
April 1993.

[ HL96] Hausel, B., Lindquist, D., "WbExpress: A Systemfor
Optim zing Wb Browsing in a Wreless Environnent,” in Proc.
Mobi Com 96, Rye, New York, USA, Novenber 1996.

[IPPCP] A Shacham R Mnsour, R Pereira, M Thomas, |P Payl oad
Conpression Protocol (IPConmp), May 1998. Internet-Draft
draft-ietf-ippcp-protocol-06.txt (work in progress).

[1PHC] M kael Degermark, Bjorn Nordgren, Stephen Pink. |IP Header
Conpression, June 1998. Internet-Draft

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 31]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

draft-degermark-ipv6-hc-06.txt (work in progress).

[1 PHC PPP] Mat hi as Engan, S. Casner, C. Bormann. |P Header
Conpressi on over PPP, Decenmber 1997. Internet-Draft
draft-engan-ip-conpress-02.txt (work in progress).

[1 TCP] Bakre, A, Badrinath, B.R, "Handoff and Systens Support

for Indirect TCP/IP. In Proceedings of the Second USEN X Symnposi um
on Mobil e and Location-1ndependent Conputing, Ann Arbor, M chigan,
April 10-11, 1995.

[Jain89] Jain, R, "A Delay-Based Approach for Congestion

Avoi dance in Interconnected Heterogeneous Conputer Networks,"

Di gi tal Equi pment Corporation, Technical Report DEC TR-566, April
1989.

[ KRLKA97] Kojo, M, Raatikainen, K, Liljeberg, M, Kiiskinen,
J., Alanko, T., "An Efficient Transport Service for Sl ow Wreless
Tel ephone Links," in | EEE Journal on Sel ected Areas of

Conmuni cati on, volunme 15, nunber 7, Septenber 1997.

[ LAKLRO5] Liljeberg, M, Alanko, T., Kojo, M, Laamanen, H.,
Raati kai nen, K., "Optimzing Wrld-Wde Wb for Wakly-Connected
Mobi | e Workstations: An Indirect Approach,”™ in Proc. 2nd Int.

Wor kshop on Services in Distributed and Networked Environnents,
VWi stl er, Canada, pp. 132-139, June 1995.

[LHKRO6] Liljeberg, M, Helin, H, Kojo, M, Raatikainen, K,

"Mowgl i WAV Software: Inproved Usability of WAWVin Mbile WAN
Envi ronnents,” in Proc. |EEE dobal Internet 1996 Conference,
London, UK, Novenber 1996.

[LS98] Lettieri, P., Srivastava, M, "Adaptive Franme Length
Control for Inmproving Wreless Link Throughput, Range, and Energy
Efficiency," Proc. |EEE | NFOCOM 98, April 1998.

[MNCP] Piscitello, D., Phifer, L., Wang, Y., Hovey, R, Mbbile
Net wor k Conputing Protocol (MNCP), August 1997. Internet-Draft
draft-piscitell o-mcp-00.txt (work in progress).

[ MOAGLI] Kojo, M, Raatikainen, K, Al anko, T., "Connecting Mbile
Workstations to the Internet over a Digital Cellular Tel ephone
Network, ™ in Proc. Workshop on Mbile and Wrel ess Information
Systens (MOBI DATA), Rutgers University, NJ, Novenber 1994.
Available at: http://ww. cs. Hel sinki.Fl/research/mowgli/. Revised
versi on published in Mbile Conmputing, pp. 253-270, Kl uwer, 1996.

[ MSMXO7] Mathis, M, Senke, J., Mhdavi, J., Ot, T., "The

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 32]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

Macr oscopi ¢ Behavi or of the TCP Congestion Avoi dance Al gorithm™
i n Conput er Communi cations Review, a publication of ACM SI GCOW
vol ume 27, nunber 3, July 1997.

[MICP] Brown, K. Singh, S., "A Network Architecture for Mbile
Conputing," Proc. |EEE | NFOCOM 96, pp. 1388-1396, March 1996.
Avai | abl e at

ftp://ftp.ece.orst.edu/ pub/singh/ papers/transport. ps.gz.

[ M97] Mehta, M, Vaidya, N., "Del ayed

Dupl i cat e- Acknowl edgenments: A Proposal to Inprove Perfornmance of
TCP on Wrel ess Links," Texas A&M University, Decenber 24, 1997.
Avail able at http://ww.cs.tanu. edu/ facul ty/vai dya/ nobil e. ht m

[ NETBLT] John C. White, NETBLT (Network Bl ock Transfer Protocol),
draft-white-protocol -stack-00.txt, April 1997 - work in progress.

[ RED] Braden, B. dark, D., Crowroft, J., Davie, B., Deering, S.,
Estrin, D., Floyd, S., Jacobson, V., Mnshall, G, Partridge, C.,
Peterson, L., Ramakrishnan, K K., Shenker, S., Woclawski, J.,
Zhang, L., "Reconmendations on Queue Managenment and Congestion
Avoi dance in the Internet,” RFC 2309, April 1998.

[ RFC908] Velten, D., Hinden, R, Sax, J., "Reliable Data
Protocol", RFC 908, July 1984.

[ RFC1030] Lanbert, M, "On Testing the NETBLT Protocol over Divers
Net wor ks", RFC 1030, Novenber 1987.

[ RFC1122] Braden, R, Requirements for Internet Hosts --
Conmuni cati on Layers, Cctober 1989.

[ RFC1144] Jacobson, V., Conpressing TCP/|P Headers for Low Speed
Serial Links, RFC 1144, February 1990.

[ RFC1151] Partridge, C., Hinden, R, Version 2 of the Reliable
Data Protocol (RDP), RFC 1151, April 1990.

[ RFC1191] Jeff Mgul and Steve Deering. Path MIU Di scovery,
Novenber 1990. RFC 1191.

[ RFC1397] Braden, R, Extending TCP for Transactions -- Concepts,
Novenber 1992.

[ RFC1644] Braden, R, T/TCP -- TCP Extensions for Transactions
Functional Specification, July 1994.

[ RFC1661] Sinpson, W, ed., "The Point-To-Point Protocol (PPP)",

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 33]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

RFC 1661, July 1994.

[ RFC1986] Polites, W, WlIlman, W, Wo, D, Langan, R,
"Experinments with a Sinple File Transfer Protocol for Radi o Links
usi ng Enhanced Trivial File Transfer Protocol (ETFTP)", RFC 1986,
August 1996.

[ RFC2001] W Richard Stevens. TCP Slow Start, Congestion
Avoi dance, Fast Retransmit, and Fast Recovery Al gorithnms, January
1997. RFC 2001.

[ RFC2002] Perkins, C., Editor, "IP Mbility Support”, RFC 2002,
Oct ober 1996.

[ RFC2018] WMathis, M, Mhdavi, J., Floyd, S, and Romanow, A.,
"TCP Sel ective Acknow edgnent Options", Cctober, 1996.

[ RFC2188] Banan, M, Taylor, M, Cheng, J., "AT&T/Neda's Efficient
Short Renote Qperations (ESRO Protocol Specification Version
1.2", RFC 2188, Septenber 1997.

[ RFC2414] Mark Allman, Sally Floyd, Craig Partridge. |ncreasing
TCP's Initial Wndow, Septenber 1998. RFC 2414.

[ RFC2415] Poduri, K., N chols, K Sinulation Studies of I|Increased
Initial TCP Wndow Si ze, Septenber 1998. RFC 2415.

[ RFC2416] Tim Shepard and Craig Partridge. When TCP Starts Up Wth
Four Packets Into Only Three Buffers, Septenber 1998. RFC 2416.

[ SNOOP] Bal akri shnan, H., Seshan, S., Amr, E, Katz, R,
"Improving TCP/ I P Performance over Wrel ess Networks," Proc. 1st
ACM Conf. on Mbile Computing and Networking (Mobicon), Berkel ey,
CA, Novenber 1995.

[TCPCONG W Richard Stevens, Mark All man, Vern Paxson. TCP
Congestion Control, Novenber 1998. Internet-Draft
draft-ietf-tcpi npl-cong-control -01.txt (work in progress).

[ TCPHP] Van Jacobson, Robert Braden, and David Borman. TCP
Ext ensions for H gh Performance, My 1992. RFC 1323.

[ TCPSATM N] TCPSAT M nutes, August, 1997. Available at:
http://tcpsat.|erc. nasa. gov/tcpsat/ neetings/ muni ch-m nutes. txt.

[ Touch97] Touch, T., "TCP Control Bl ock |Interdependence,"” RFC
2140, April 1997.

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 34]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

[ VEGAS] Braknmo, L., O Mlley, S., "TCP Vegas, New Techni ques for
Congestion Detection and Avoi dance,” SI GCOW 94, London, pp 24-35,
COct ober 1994.

[VWMIP] Cheriton, D., "VMIP: Versatile Message Transaction
Protocol ", RFC 1045, February 1988.

[WAP] Wreless Application Protocol Forum
htt p: // www. wapf or um or g/

[WC91] wang, Z., Crowcroft, J., "A New Congestion Control Schene:
Slow Start and Search,” ACM Conputer Communi cati on Review, vol 21,
pp 32-43, January 1991.

[WICP] Ratham K., Matta, |., "WCP: An Efficient Transm ssion
Control Protocol for Networks with Wreless Links," Technical
Report NU- CCS-97-11, Northeastern University, July 1997. Avail able
at: http://ww. ece. neu. edu/ per sonal / kar u/ paper s/ WICP- NU. ps. gz

[ YB94] Yavatkar, R, Bhagawat, N., "Inproving End-to-End

Perf ormance of TCP over Mobile Internetworks,” Proc. Wrkshop on
Mobi | e Conmputi ng Systens and Applications, | EEE Conputer Society
Press, Los Alamitos, California, 1994.

Aut hors' addr esses

Questions about this docunent nmay be directed at:

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 35]



| NTERNET DRAFT Long Thi n Networks Novenber 1998

Gabriel E. Montenegro

Sun Labs Networking and Security G oup
Sun M crosystens, |nc.

901 San Antoni o Road

Mai | stop UWPK 15-214

Mountain View, California 94303

\Voi ce: +1-650-786-6288
Fax: +1- 650- 786- 6445
E-Mai | : gab@un. com

Spencer Dawki ns
Nort el Networ ks
P. 0. Box 833805
Ri chardson, Texas 75083- 3805

\Voi ce: +1-972-684-4827
Fax: +1-972-685- 3292
E-Mai |l : sdawki ns@ortel.com

Mar kku Koj o

Uni versity of Hel sinki/Departnment of Conputer Science
P. O Box 26 (Teollisuuskatu 23)

FI' N- 00014 HELSI NKI

Fi nl and

Voi ce: +358-9-7084-4179
Fax: +358- 9- 7084- 4441
E- Mai | : koj o@s. hel sinki . fi

Vi ncent Magr et

Cor por at e Research Center

Al catel Network Systens, Inc
1201 Canpbel |

Mai |l stop 446-310

Ri chardson Texas 75081 USA

M S 446-310

Voi ce: +1-972-996- 2625

Fax: +1-972-996- 5902

E-mai |l : vincent. magret @ud. al catel . com

Mont enegr o, Dawki ns Expires May 23, 1999 [ Page 36]



